
Capterra Master PPC Service Agreement

This Master PPC Service Agreement (“Agreement”), including the Guidelines for Product Listings, constitutes the complete agreement between Capterra, Inc. (“Capterra”) on behalf of itself and its affiliates and Beamery Inc. (“Software Vendor”), dated effective as of July ___, 2022 (“Effective Date”) for the Services (as defined below). This Agreement supersedes the General Vendor Terms included on the Capterra website.

1. SERVICES
From time to time, Capterra and Software Vendor may execute Insertion Orders (each, an “IO”) pursuant to which, subject to the terms of this Agreement, Capterra will provide web-based lead generation services to Software Vendor that allow potential buyers to click through Software Vendor’s product listing on the Capterra website or Capterra partner websites (the “Services”). IOs are incorporated by reference into this Agreement. In the event of a conflict between a term in this Agreement and a term in an IO, the term in the IO will take precedence for the duration of that IO.

2. PAYMENT TERMS
Software Vendor shall be responsible for all fees resulting from Software Vendor’s bids set and the resulting click activity received from the time a campaign is started until the campaign is turned off; and Software Vendor shall pay all fees in accordance with the payment terms agreed in the IO. Fees are solely based on Capterra’s reasonable, good faith measurements of click actions or other applicable metrics generated in the month preceding the invoice, unless otherwise agreed to in writing by Capterra.

Payment must be in U.S. Dollars or in such other currency as agreed to in writing by the parties. If Capterra has not received payment within 30 days of Software Vendor’s receipt of a validly issued, undisputed invoice, it shall promptly notify Software Vendor (“Late Payment Notice”). If such payment remains outstanding thirty (30) days from the date of the Late Payment Notice,  Late payments bearCapterra may charge interest at the rate of 1.5% per month. Fees are exclusive of taxes. Software Vendor is responsible for any fees that Capterra incurs collecting late amounts. To the fullest extent permitted by law, Software Vendor waives all claims relating to fees (including without limitation any claims for fees based on suspected invalid clicks) unless claimed within 90 days after the charge.

3. TERMINATION
Software Vendor may cancel the Service at any time without penalty. Notice of cancellation must be made by email, include a reason for cancellation, and must be confirmed by Capterra by email. Cancellation will occur within two business days of receipt of cancellation email. All click activity up until the date of cancellation is the responsibility of the Software Vendor. Capterra shall invoice for aAny outstanding fees are due immediately upon cancellation and Software Vendor shall pay such valid invoice within thirty days of its receipt.	Comment by Author: Up until cancellation is the responsibility of Capterra; after cancellation, it would be the responsibility of Beamery	Comment by Kent,Ryan V.: This is related to billing – click activity is the responsibility of the vendor, not Capterra

Capterra may terminate Software Vendor’s access to the Service for material breach by Software Vendor, upon 30 days prior written notice, if the breach is not cured within the notice period; provided, however, that Capterra may suspend or discontinue Software Vendor’s access to the Services if Capterra believes that Software Vendor is knowingly using or attempting to use the Services in violation offor any purpose that contravenes this Agreement (including without limitation tampering, hacking, data scraping, modifying or otherwise corrupting the security or functionality of the Services).

Capterra may terminate Software Vendor’s access to the Service for any reason upon 90 days prior written notice.	Comment by Kent,Ryan V.: Capterra cannot agree to remove these standard terms.
4. INTELLECTUAL PROPERTY RIGHTS
Capterra grants to Software Vendor a worldwide, revocable, royalty-free, non-exclusive license to access and use the Services in accordance with this Agreement. Capterra retains all right, title and interest in and to the product listing (the “Product Listing”) that it creates from publicly available content (excluding any intellectual property owned by Software Vendor) and may use, modify and share the Product Listing in its sole discretion in the ordinary course of its business. Capterra grants to Software Vendor the right and license to update and modify its Product Listings, provided that such updates and modifications comply with the Guidelines for Product Listings.

Software Vendor retains all right, title and interest in and to the content it submits to Capterra for its Product Listings, as well as to its logos, trademarks, videos and screenshots (collectively, “Software Vendor IP”). Software Vendor grants to Capterra a worldwide, revocable, royalty-free, non-exclusive license to use the Software Vendor IP to identify, advertise, market, promote and publicize Software Vendor in connection with the Services for the Term of this Agreement. Capterra warrants and undertakes to Software Vendor that it will use Software Vendor IP: (a)  in accordance with any brand guidelines or instructions provided by Software Vendor provided that such guidelines or instructions do not conflict with Capterra’s standard delivery of the Service; (b) in good faith; and (c) in compliance with applicable laws, regulations and policies.

5. DATA PROTECTION
Each of Capterra and Software Vendor agrees, in fulfilling its respective obligations under this Agreement, to comply with all applicable data privacy legislation and with the terms of Capterra’s Privacy Policy  . By communicating with Capterra via e-mail or by submitting content, including product information or any other transactional exchange in connection with Capterra’s Services, Software Vendor consents to receive e-mail or other electronic communications from Capterra and its affiliates.	Comment by Kent,Ryan V.: Capterra will not enter into a DPA because it is not applicable to the Service we are providing.
Vendors do not receive any information with our PPC service would allow the identification of an individual.  

6. REPRESENTATIONS & WARRANTIES
Software Vendor represents and warrants to the best of its knowledge: (i) that it has all necessary right, power and authority to enter into this Agreement; and to fulfill its contractual obligations hereunder and that the content that it shares with Capterra will be accurate and free of third party encumbrances; (ii) that the content it shares with Capterra is free from any viruses or malware that are known to or should be known by Software Vendor; and (iii) that it shall, in using the Service, complys use of the Service will be in accordance with applicable laws.

Capterra represents and warrants to the best of its knowledge: (i) that it has all necessary right, power and authority to enter into this Agreement; (ii) that its Services are accurate and free of third party encumbrances; (ii) that the Service is free from any viruses or malware; and (iii) that its provision of the Service will be in accordance with applicable laws.; (iv) it will deliver the Service with the t level of care, skill and diligence in accordance with industry standard 

    . 	Comment by Kent,Ryan V.: No personal data is transferred with the PPC service product. 

7. DISCLAIMER OF WARRANTIES
Other than as set out herein, tThe Services are provided on an "as is" and "as available" basis, without warranties of any kind, express or implied, including without limitation: any implied warranties of merchantability, fitness for a particular purpose or accuracy of informational content or system integration. Capterra does not warrant that Capterra’s sites will be secure, available or operate in an uninterrupted or error-free manner. Capterra expressly disclaims liability for any and all disputes arising between Software Vendors and users of Capterra’s sites.	Comment by Kent,Ryan V.: GDM cannot control for activities happening off our sites and will not be liable for disputes between a vendor and their users.

8. LIMITATION OF LIABILITY

Neither party will be liable for any consequential, special, indirect, exemplary or punitive damages arising out of or in any way related to this Agreement, including without limitation loss of profits, revenue, interest, goodwill, loss or corruption of data or other interruption of business (whether in contract, tort or under other legal theory), even if advised of the possibility of such damages.

Except for breach of the indemnification sections hereunder, gross negligence or fraud or willful misconduct, each party’s aggregate liability to the other for direct damages under these General Software Vendor Terms is limited to the greater of (i) an amount equal to twelve (12) times the monthly fees paid or payable in the one (1) month period preceding a claim, or (ii) an amount equal to the fees paid or payable in the twelve (12) month period preceding a claim.

9. INDEMNIFICATION
The parties agree to indemnify, defend and hold harmless the other party and its affiliates (and their respective employees, directors and representatives) (in its capacity as "Indemnitee”) from and against any and all third party claims, liabilities, losses and expenses (including reasonable legal costs) to the extent that such is arising out of a claim that the Services or Product Listing (for which Capterra is the indemnifying party), or Software Vendor content (for which Software Vendor is the indemnifying party) infringes the intellectual property rights of a third party.

.	Comment by Kent,Ryan V.: See earlier comment re: data protection

10. GOVERNING LAW
This Agreement is governed by the laws of the State of New York except for its conflicts of interest principles. All claims arising out of or relating to this Agreement will be litigated exclusively in the federal or state courts of New York and each of Capterra and Software Vendor consents to personal jurisdiction in those courts.

11. WAIVER & SEVERABILITY
Capterra’s failure to act with respect to a breach will not constitute a waiver and does not waive Capterra’s right to act with respect to subsequent or similar breaches. If any of these General Software Vendor Terms shall be deemed invalid, void, or for any reason unenforceable under applicable law, then that term shall be deemed severable and shall not affect the validity and enforceability of any remaining term or provision of these General Software Vendor Terms.

12. AUTHORIZATION

Software Vendor	Capterra, Inc.



	Signature: 	


Name: 	
	Signature: 	


Name:	

	
Title: 	
	
Title: 	

	
Date: 	
	
Date: 	




[bookmark: _heading=h.j9ern511ddyv]DATA PROCESSING AGREEMENT	Comment by Author: please add the information highlighted in yellow	Comment by Kent,Ryan V.: Capterra will not enter into a DPA because it is not applicable to the Service we are providing.

This Data Processing Agreement (“DPA”) is between Capterra, Inc.(“Supplier” or “Processor”) and Beamery and its Affiliates (as applicable “Customer” or “Controller”) and is integrated into any agreement between Supplier and Beamery governing Beamery’s use of the Supplier Services (the “Agreement”) either directly or on behalf of its end customers. This DPA is effective as of the effective date of the Agreement.  Customer enters this DPA on behalf of itself and, to the extent required under applicable Data Protection, and if and to the extent Processor processes Customer or Customer’s end customer’s Personal Data for which such Customer or its Affiliates qualify as the Processor.
Capitalized terms not otherwise defined herein shall have the meaning given to them in the Agreement. 
Where individual terms of this DPA are invalid or unenforceable, the validity and enforceability of the other terms of this DPA shall not be affected. In case of any conflict, individual terms of this DPA shall take precedence over individual terms of the Agreement. In the event of any conflict or inconsistency between the DPA and potential Transfer secs (as defined below), the Transfer secs shall prevail.
[bookmark: _heading=h.rjn64g7lbcrz]1.           	PERSONAL DATA PROCESSING
[bookmark: _heading=h.xsp6lp75e71]1.1         	Supplier shall process Personal Data on the Customer’s behalf to perform its obligations under the Agreement. As such Supplier is the Processor/Sub-Processor for the purposes of the Data Protection Law and Customer is either Controller or Processor depending on the processing activity of the underlying Agreement.
[bookmark: _heading=h.xixwp51ps98y]1.2         	Annex 1 sets out the details of the data processing to be undertaken by Supplier.
[bookmark: _heading=h.erznrwpe5zre]1.3         	Customer can use the Services to assist it with its obligations under the GDPR, including its obligations to respond to requests from Data Subjects. Taking into account the nature of the processing, Customer agrees that it is unlikely that Supplier would become aware that Customer Data transferred under the SCCs is inaccurate or outdated. Nonetheless, if Supplier becomes aware that Customer Data transferred under the SCCs is inaccurate or outdated, it will inform Customer without undue delay. Supplier will cooperate with Customer to erase or rectify inaccurate or outdated Customer Data transferred under the SCCs which may include providing the tools within the Services so that Customer can use it to erase or rectify Customer Data.
[bookmark: _heading=h.vq8b765536y7]1.4         	Each party will comply with all applicable Data Protection Law. “Data Protection Laws” means all applicable date protection laws and regulations, including the EU GDPR (“GDPR”), UK GDPR, CCPA, PIPEDA and any implementing regulation thereof of any jurisdiction, and any applicable data privacy law of the United States or any US state, Canada, or any other relevant jurisdiction.
[bookmark: _heading=h.am0mbq9rftmg]2.           	SUPPLIER OBLIGATIONS
[bookmark: _heading=h.iamwaqndimeu]2.1         	Supplier shall, in relation to any Personal Data processed by Supplier in connection with the performance of its obligations under this Agreement:
[bookmark: _heading=h.on7wupfvup6l]2.2         	Process Personal Data only for the purpose of fulfilling the terms of the Agreement in place between the Customer and the Processor. In no event shall the Processor use any of this Personal Data for its own purposes or for any other purpose other than the specific purpose which the use of such Personal Data has been authorised by the Customer. Processor shall not sell any Personal Data or Personal Information for purposes of CCPA. 
[bookmark: _heading=h.6fw1gmu52903]2.3         	Process Personal Data on the documented instructions of the Customer, including with regards to any transfer of data to third countries or international organisations unless required to do so by Union or Member State law to which the Processor shall inform the Customer of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest.
[bookmark: _heading=h.5yzzo730or5d]2.4         	Ensure that any person acting under the authority of the Processor, who has access to Personal Data, is subject to a duty of confidentiality and that such individual’s process such data in accordance with the Processors instructions only.
[bookmark: _heading=h.aqdxx4c7ooew]2.5         	At all times, taking into account the nature of the processing, implement technical and organizational measures appropriate to the level of risk that shall provide:
a)  	The ability to ensure the ongoing confidentiality, integrity, availability, and resilience of processing systems and services,
b) 	Security against unauthorized or unlawful processing, access, disclosure, copying, modification, storage, reproduction, display or distribution of Personal Data,
c)  	The ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical incident,
d) 	A process for regularly testing, assessing, and evaluating the effectiveness of technical and organizational measures for ensuring the security of the processing.
[bookmark: _heading=h.902bbyaxpa6c]2.6         	Ensure that the security of Personal Data is backed up by robust policies and procedures and reliable, well-trained staff.
[bookmark: _heading=h.anjfexjvgftl]2.7         	Ensure that each of its employees, agents, subcontractors or any other persons acting under the authority of the Processor are made aware of the Processors obligations and duties with regard to the confidentiality, integrity, and availability of the Personal Data and shall require that they enter into binding obligations with the Processor in order to maintain the levels of confidentiality, security, and protection.
[bookmark: _heading=h.jwdsjr5bgng4]2.8         	Assist the Customer by technical and organizational measures for the fulfilment of the Customer’s obligation to respond to requests for exercising the Data Subject’s rights laid down in EU/UK Data Protection Law.
[bookmark: _heading=h.kvh86sx3bido]2.9         	Assist the Customer in ensuring compliance with the Customers obligations pursuant to EU/UK Data Protection Law in respect of security of processing, notification of Personal Data breaches to the appropriate supervisory authority, communication of Personal Data breaches to the Data Subject, data protection impact assessments and prior consultation with the appropriate supervisory authority where appropriate.
[bookmark: _heading=h.xt7zeota6hqz]2.10      	The Processor shall notify the Customer (information.security@beamery.com) without undue delay and in no event greater than 24 hours, after a Security Breach. The notification will, to the extent such information is available: (i) describe the nature of the Personal Data breach including where possible, the categories and approximate number of Data Subjects concerned and the categories and approximate number of Personal Data records concerned; (ii) communicate the name and contact details of the data protection officer or other contact point where more information can be obtained; (iii) describe the likely consequences of the Personal Data breach; (iv) describe the measures taken or proposed to be taken by the Processor to address the Personal Data breach, including, where appropriate, measures to mitigate its possible adverse effects. Where, and in so far as, it is not possible to provide the information at the same time, the information may be provided in phases without undue further delay.
[bookmark: _heading=h.h0luj59rikxo]2.11      	Make available to the Customer all information necessary to demonstrate compliance with Article 28 of the GDPR and allow for and contribute to audits (subject to Section 4 below).
[bookmark: _heading=h.2tqnxf2j7x05]2.12      	The Processor shall without undue delay notify the Customer if, in its opinion, it is asked to do something that infringes Data Protection Laws.
[bookmark: _heading=h.yaa8hmnppgil]2.13      	Maintain a record of all categories of processing activities carried out on behalf of the Customer that is compliant with the Data Protection Law. Processor shall document its compliance with the obligations agreed in this DPA.
[bookmark: _heading=h.xle338g5v2rk]2.14      	Where applicable, cooperate with the appropriate supervising authority in the performance of its tasks.
[bookmark: _heading=h.zd0uer4tyofw]2.15      	At the choice of the Customer, delete or return all Personal Data to the Customer within 30 days after the end of the provision of services relating to the processing and delete existing copies within 90 days of termination of the Agreement unless Union or Member State law requires storage of the Personal Data. Certification of deletion of Personal Data shall be provided only upon request.
[bookmark: _heading=h.rrakynxha8w9]3.           	SECURITY MEASURES AND AUDITS
[bookmark: _heading=h.pqh0cr544n52]3.1         	In providing the Services in addition to the security measures set out in Annex 2, Supplier shall ensure that it has in place appropriate technical and organisational measures to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data (“Security Breach”), appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymisation and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it).
[bookmark: _heading=h.q1gilik8hn6l]3.2         	Access to the Personal Data by Processor personnel shall be strictly limited to those individuals who need such access to implement, manage and monitor the Services. Any personnel authorized to access the Personal Data have committed themselves to confidentiality obligations similar to the confidentiality terms of the Agreement or are under an appropriate statutory obligation of confidentiality.
3.3         	The parties agree that the audits described in the SCCs shall be fulfilled by the following specifications: (i) Upon Customer’s request, and subject to the confidentiality obligations set forth in the Agreement, Supplier shall make available all information regarding the Supplier’s compliance with the security obligations set forth in this DPA in the form of third-party certifications and audits as further set forth in Beamery’s Supplier InfoSec Terms or Supplier’s infosec terms as applicable. Customer may contact [Supplier’s Information Security Email Address] to request an audit of the procedures relevant to the protection of Personal Data. Before the commencement of any such audit, the parties shall mutually agree upon the scope, timing, and duration of the audit. Customer shall promptly notify Supplier with information regarding any non-compliance discovered during the course of an audit.
[bookmark: _heading=h.9tcr8n48lly1]4.           	PERSONAL DATA TRANSFERS
[bookmark: _heading=h.ivcjmj3mblsu]4.1         	Processor will only transfer Personal Data outside the European Economic Area, Switzerland and the United Kingdom where Processor has complied with its obligations under applicable Data Protection Laws in ensuring adequate safeguards in relation to such transfer, e.g. by implementing Standard Contractual Clauses in accordance with the Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of Personal Data to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council or UK equivalent. Processor warrants and represents that before the commencement of any restricted transfer to a Subprocessor which is not a Processor Affiliate, that Processor and the Subprocessor have entered into the Standard Contractual Clauses as per this Section.
[bookmark: _heading=h.zbo0yv6xvxhj]4.2         	Customer (as "data exporter") and Processor, (as "data importer") hereby enter into the Standard Contractual Clauses in respect of any onward transfer. The parties agree that the SCCs MODULE TWO: Transfer controller to processor & MODULE THREE: Transfer processor to processor MODULE FOUR: Transfer processor to controller, depending on the processing activity of the underlying Agreement, shall be applicable to any onward transfers of Personal Data.
[bookmark: _heading=h.gs5xrz775joq]5.           	SUB-PROCESSORS
[bookmark: _heading=h.f3yengqhvuya]5.1         	The Customer provides general authorization to Supplier appointing each of the Sub-Processors set out here [Supplier’s Sub-Processors list location[1] ] as third-party processors of Personal Data under this Agreement and as amended from time to time with 45 days prior notices to Customer (privacy@beamery.com). Supplier or its Affiliates have entered or (as the case may be) will enter with the third-party processor into a written agreement which Supplier confirms will or does reflect and will continue to reflect the requirements of the Data Protection Law, including as may be applicable SCCs, and providing sufficient guarantees to implement appropriate technical and organizational measures in such a manner that the processing will meet, at least, the requirements of EU/UK Data Protection Law.
[bookmark: _heading=h.bv21howbr2xa]5.2         	Customer may reasonably object to Supplier’s use of a new Sub-processor by notifying Supplier promptly in writing within 45 (forty-five) days after receipt of Supplier’s notice of an update to Sub-processors. In the event Customer objects to a new Sub-processor, Supplier will use reasonable efforts to make available to Customer a change in the Services or recommend a commercially reasonable change to Customer’s configuration or use of the Services to avoid Processing of Personal Data by the objected-to new Subprocessor without unreasonably burdening Customer. If Supplier is unable to make available such change within a reasonable period, which shall not exceed thirty (30) days, Customer may terminate the Agreement.
[bookmark: _heading=h.98l8qdcrp0ft]5.3         	As between the Customer and Supplier, Supplier shall remain liable for all acts or omissions of all Sub-Processors appointed by it pursuant to this Agreement.
[bookmark: _heading=h.271uoq3vfq2v]6.           	DATA SUBJECT RIGHTS
[bookmark: _heading=h.69ufn6l9ardu]6.1         	Supplier shall assist Customer by appropriate technical and organizational measures in the fulfilment of Customer’s obligation to respond to a Data Subject request under Data Protection Law. If a Data Subject makes a request to Supplier, Supplier will promptly forward such request to Customer. Customer authorises Supplier to respond to any Data Subject who makes a request to Supplier, to confirm that Supplier has forwarded the request to Customer. To the extent Customer does not have the ability to address a Data Subject request directly in the Services, Supplier shall upon Customer’s request provide commercially reasonable efforts to assist Customer in responding to such Data Subject request, to the extent Supplier is legally permitted to do so and the response to such Data Subject request is required under Data Protection Laws.
[bookmark: _heading=h.txh4vcofuwdt]7.           	DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULTATION
[bookmark: _heading=h.f140owuoop74]7.1         	Processor shall provide reasonable assistance to each Customer with any data protection impact assessments, and prior consultations with Supervising Authorities or other competent data privacy authorities, which Customer reasonably considers to be required of any Customer by Article 35 or Article 36 of the GDPR or equivalent provisions of any other Data Protection Law, in each case solely in relation to Processing of Customer Personal Data by, and taking into account the nature of the Processing and information available.
[bookmark: _heading=h.k0ootmamdj0w]8.           	GOVERNMENT REQUESTS
[bookmark: _heading=h.7x65pq3enjdt]8.1         	In its role as a Processor, Supplier shall maintain appropriate measures to protect Personal Data in accordance with the requirements of Data Protection Laws. If Processor receives a legally binding request to access Personal Data from a Public Authority, Supplier shall, unless legally prohibited, promptly notify Customer including a summary of the request. To the extent Supplier is prohibited by law from providing such notification, Supplier shall use commercially reasonable efforts to obtain a waiver of the prohibition to enable Supplier to communicate to Customer as much information as possible, as soon as possible. Further, Supplier may challenge the request if, after careful assessment, it concludes that there are reasonable grounds to consider that the request is unlawful. Supplier may pursue possibilities of appeal and may request Customer to cover expenses for such appeal. Supplier shall promptly notify Customer if Supplier becomes aware of any direct access by a Public Authority to Personal Data and provide information available to Supplier, to the extent permitted by law. For the avoidance of doubt, this DPA shall not require Supplier to pursue action or inaction that could result in civil or criminal penalty for Supplier. Processor shall ensure that Sub-processors involved in the processing of Personal Data are subject to the relevant commitments regarding government access requests in the SCCs.

 
ANNEX 1 - DATA PROCESSING DETAILS
This Annex I forms part of the DPA and describes the processing that the Processor will perform.
 
A.          	LIST OF PARTIES
Data exporter(s): [Identity and contact details of the controller(s) /data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]
	1.
	Name:
	Beamery Inc. or its Affiliates

	 
	Address:
	340 S Lemon Ave #9358, Walnut, CA 91789

	 
	Contact person’s name, position and contact details:
	DPO, privacy@beamery.com

	 
	Activities relevant to the data transferred under these Clauses:
	The processing activities that are necessary to provide Services either to Data Exporter or to Data Exporter’s end customers. 

	 
	Signature and date:  
 
	The parties agree this DPA is effective as of the underlying Agreement Date

	 
	Role (controller/processor):
	For Beamery Personal Data Processed by Supplier, Bemaery is the Controller and Supplier is a Processor.
 
​​For Beamery’s End Customer Personal Data Processed by Supplier, End Customer is the Controller; Beamery is a Processor; and Supplier is a Subprocessor.


 
Processor(s) / Data importer(s): [Identity and contact details of the processor(s) /data importer(s), including any contact person with responsibility for data protection]
	1.
	Name:
	[INSERT]

	 
	Address:
	[INSERT]

	 
	Contact person’s name, position and contact details:
	[INSERT]

	 
	Activities relevant to the data transferred under these Clauses:
	[INSERT]

	 
	Signature and date:  
 
	The parties agree this DPA is effective as of the underlying Agreement Date

	 
	Role (controller/processor):
	For Beamery Personal Data Processed by Supplier, Bemaery is the Controller and Supplier is a Processor.
 
​​For Beamery’s End Customer Personal Data Processed by Supplier, End Customer is the Controller; Beamery is a Processor; and Supplier is a Subprocessor.
 
 


 
В.           	DESCRIPTION OF TRANSFER
	Categories of Data Subjects whose personal data is transferred:
	●           	Customer’s or its Affiliates’ Authorized Users – being the individuals who use the Service;
●           	Customer’s or its Affiliates’ representatives who are involved in the receipt of Services; and
●           	Customers’ end customers (Customer’s Controllers).

	Categories of personal data transferred:
	The Personal Data transferred to Processor is determined and controlled by the Customer in its sole discretion. Anticipated categories: [INSERT]

	Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures:
	The Processing may include sensitive data if such information is uploaded or transmitted via the software, at the sole discretion of the user of the software.

	The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis):
	Personal data will be transferred continuously throughout the Term of the Agreement.

	Nature of the processing:
	Supplier is a provider [INSERT] and associated Professional Services. These services consist primarily of the provision of Supplier’s [INSERT]. Supplier will also provide a number of associated services to the Customer in connection with the Service, including Professional Services and other Services.

	Purpose(s) of the data transfer and further processing:
	The data processing undertaken by Supplier will involve any such processing that is necessary for the purposes set out in the Agreement, any subsequent Addenda, or as otherwise agreed between the parties in writing during the Term.

	The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period:
	Term of the Agreement and for [INSERT] days from termination in the production environment and for [INSERT] days thereafter in the back-up environments unless the personal data is deleted prior to the termination or expiration of that contract by the Data Exporter or by the Data Importer at the Data Exporter’s instruction.

	For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing:
	Personal data is transferred to the Data Importer’s sub-processors for the purpose of providing the Data Importer’s Services to the Data Exporter for the duration of the Agreement, unless the personal data is deleted prior to the termination or expiration of that contract by the Data Exporter or by the Data Importer at the Data Exporter’s instruction.


C.           	COMPETENT SUPERVISORY AUTHORITY
	Identify the competent supervisory authority/ies in accordance (e.g. in accordance with Clause 13 SCCs)
	Germany



 
ANNEX 2 – TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
Description of the technical and organisational measures implemented by the processor(s) / data importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.
 
	Measure
	Description

	Measures of pseudonymisation and encryption of personal data
 
	[INSERT]

	Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services
 
	[INSERT]

	Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident
 
	[INSERT]

	Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures in order to ensure the security of the processing
 
	[INSERT]

	Measures for user identification and authorisation
 
	[INSERT]

	Measures for the protection of data during transmission
 
	[INSERT]

	Measures for the protection of data during storage
 
	[INSERT]

	Measures for ensuring physical security of locations at which personal data are processed
 
	[INSERT]

	Measures for ensuring events logging
 
	[INSERT]

	Measures for ensuring system configuration, including default configuration
 
	[INSERT]

	Measures for internal IT and IT security governance and management
 
	[INSERT]

	Measures for certification/assurance of processes and products
 
	[INSERT]

	Measures for ensuring data minimisation
 
	[INSERT]

	Measures for ensuring data quality
 
	[INSERT]

	Measures for ensuring limited data retention
 
	[INSERT]

	Measures for ensuring accountability
 
	[INSERT]

	Measures for allowing data portability and ensuring erasure
	[INSERT]


 
For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller (and, for transfers from a processor to a sub-processor, to the data exporter).
[INSERT list of sub-processors and their respective security obligations]
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